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Project implementation

H  Project reporting service

H  Project website

H  Communication and groupware tools

H  Administrative support

H  Project management

Exploitation of results

H  Standardisation input

H  Technology transfer

H  Workshops & conferences

H  Public Relations campaigns

H  Training

Please contact us at info@eurescom.de, 

if you are interested to use our services.

Eurescom FP6 proposal
and project services

On behalf of its members, major telecoms

companies, Eurescom has successfully partici-

pated in the EU 6th Framework Programme.

Eurescom’s unique FP6 services are now

also open to other interested companies and

institutions.

The scope of Eurescom's FP6 services covers

the whole life cycle of a project, from the

preparation of project proposals to the imple-

mentation of the project and the exploitation

of project results.

The Eurescom FP6 services include:
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H  Feasibility analysis

H  Consortium building

H  Consortium agreement
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H  Proposal evaluation
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Joachim Posegga gives an overview on the
security aspects of VoIP and presents sug-
gestions for making VoIP safer.

Another hot topic at the moment is the
use of biometrical data for public security
and secure access. Eurescom mess@ge author
Anastasius Gavras provides information
on the current state-of-the-art. 

In a number of European countries, there
are organisations of concerned citizens who
aim to protect privacy rights. Eurescom
mess@ge talked to Andreas Krisch from
European Digital Rights (EDRi) about
current privacy issues and his suggestions
to resolve them.

However, despite all legitimate concerns
about privacy, pervasive communications
offers plenty of societal and economic

opportunities. The technical and economic
aspects of “Ubiquitous Services and Appli-
cations” were discussed at the Eurescom
Summit 2005 in Heidelberg. See the report
in this issue.

There are many more topics covered in this
issue, and we hope you will find some of
them interesting and useful. We would
appreciate your feedback on any of the
articles. If you would like to suggest a
topic or offer a contribution for Eurescom
mess@ge, this is equally welcome.

Enjoy reading this issue.

Your
mess@ge editorial team
message@eurescom.de 
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EDITORIAL

Eurescom mess@ge 2/2005

Dear readers,
Eurescom mess@ge has a good tradition of
picking user aspects and security topics as
central themes. Our faithful readers may
remember cover themes like “User-focused
service development” (issue 4/2002) and
“Mobile Security” (issue 4/2001). In this
issue we have combined both, user and
security aspects. As communications serv-
ices are growing ever more pervasive,
surrounding us permanently wherever we
are, the users’ trust becomes a decisive
factor for the adoption of new services.
The trust of users depends to a large extent
on the real and the perceived privacy and
security they have in a world of ubiqui-
tous communications. We selected some
subjects related to privacy and trust, which
are currently debated.

One of the communication services that
have recently gained huge popularity is
Voice over IP (VoIP). Only few users are
yet aware of the security risks involved in
making phone calls through the Internet.
This may change as soon as the first VoIP
connections are hacked. Security expert
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EVENTS CALENDAR

19 - 21 October 2005

eChallenges e-2005 
Ljubljana, Slovenia
www.echallenges.org/2005/

16 - 18 November 2005

World Summit on the Information Society
Tunis, Tunisia
www.smsitunis2005.org/plateforme/

21 - 25 November 2005

27th IDATE International Conference 
Montpellier, France
www.idate.org/

30 November - 1 December 2005

Second European Workshop on the
Integration of Knowledge, Semantic and
Digital Media Technologies (EWIMT) 
London, United Kingdom
www.acemedia.org/ewimt2005/

7 - 8 July 2005 

WWRF14 – Future Mobile Device Enablers
San Diego, California, USA
www.wireless-world-research.org

31 August - 2 September 2005 

World Information Technology Forum
(WITFOR)
Gaborone, Botswana
www.witfor.org.bw

8 - 12 September 2005 

IBC 2005 Conference
Amsterdam, The Netherlands
www.ibc.org

25 - 29 September

Gitex 2005
Dubai, United Arab Emirates
www.gitex.com

Remotely controlled robots
will replace doctors on ward
rounds in hospitals, like the
St. Mary’s Hospital in London
(picture). Read more in
“A bit beyond” on page 22.

Doctor Robot at your bedside
Sn@pshot

Events calendar
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NEWS IN  BRIEF

Diamonds against eavesdroppers
Researchers at the University of Melbourne
have developed a technology for making
it impossible to eavesdrop on communi-
cations or steal information. The new tech-
nology is based on a diamond device for
improved light transmission through opti-
cal fibre. 

The Australian researchers developed a
device, which generates single light parti-
cles that, as they claim, cannot be hacked.
They invented a method to grow tiny dia-
mond particles with a size of just 1/1000th
of a millimetre onto the tips of optical
fibres using a modified, powerful micro-
wave oven. Only diamonds are known to
create single photons.

At present, it is possible to divert or tap
off some of the billions of light particles,
called photons, from a light beam and

reconstruct the information they repre-
sent. With the new technology, informa-
tion is carried on a stream of single pho-
tons. Removing any photon would both
corrupt the information and break the
communication thread. The eavesdropper
would end up with no useful information,
and the sender and receiver would instant-
ly know they were being bugged. 

According to university research fellow
James Rabeau, who developed the dia-
mond device, “it is not so much of a prob-
lem to have a coded message intercepted,
the problem is getting the key.” The single-
photon beam makes for an unstealable key.

Rabeau and his colleagues received a
$3.3 million innovation grant from the
Victorian government to develop a proto-
type device and commercialise the tech-
nology.

http://uninews.unimelb.edu.au/arti-
cleid_2289.html

Nortel plans to leverage IBM engineer-
ing and technical services for several proj-
ects all aimed at extending Nortel's offer-
ings in the areas of fixed and wireless broad-
band, VoIP, multimedia services and appli-
cations. The companies said the joint effort
will reduce R&D costs and bring new ideas
to the table. Nortel spends more than
US$1.5 billion a year on research and is
struggling to cut costs.

www.nortel.com/corporate/news/
www-1.ibm.com/press/

Surround sound for headphones
5.1-channel surround sound in Digital
Audio Broadcasting (DAB) can now be
played back with standard stereo head-
phones. The Fraunhofer Institute for Inte-

grated Circuits (IIS) developed a new tech-
nology called Ensonido, which enables
multi-channel sound for headphones in
digital broadcasting. 

So far, surround sound has been the
domain of large loudspeaker set-ups in
living rooms or theatres. The Fraunhofer
researchers claim that Ensonido now pro-
vides nearly the same listening experience
through a portable receiver and stereo
headphones. In order to play surround
sound over stereo headphones, an acoustic
model simulates the natural transmission
of multi-channel sound from loudspeakers
to the human ear.

Multi-channel sound in DAB is achieved
by the new “Spatial Audio Coding” tech-
nology (SAC). The Moving Pictures Expert
Group (MPEG) is currently standardizing
this technology as a multi-channel exten-
sion of existing perceptual audio codecs.

www.ensonido.com

Eurescom mess@ge 2/2005

+++ News in brief +++ News in brief +++

Face recognition for
mobile phone security
The Japanese automation company
OMRON has developed a face recognition
technology, which can be implemented in
PDAs, mobile phones, or other mobile
devices with a camera function. Accord-
ing to OMRON, it is the world’s first face
recognition technology for mobile phones.
The software called “OMRON Vision” is
meant to verify the authenticity of the user
through face recognition and thus protect
the mobile device against data theft. 

For registering on his mobile device, the
user just has to take his own picture with
the device’s inbuilt camera. The face recog-
nition sensor will automatically detect the
user and unlock the device. The verifica-
tion process takes less than a second from
snapping the photograph. According to

OMRON, the software has a recognition
rate of 99 percent and is fully compatible
to Symbian, BREW, embedded Linux, and
ITRON OS.

www.omron.com

Nortel and IBM agree on 
R&D collaboration
On 20 May, Nortel and IBM announced
a joint innovation agreement in the tele-
communications market that will focus
first on a new class of blade servers. The
companies will establish a Nortel-IBM
Joint Development Center in Research Tri-
angle Park, NC to collaborate on the design
and development of new products and
services. 

At the Nortel-IBM Joint Development
Center, personnel from both companies
will work together to enhance and extend
current products, collaborate on focused
research on a project-by-project basis, and
work together on technology, initially, a
new class of blade servers. A Nortel spokes-
woman said the center will start with 25
to 30 staff, and expand as it tackles new
projects

James Rabeau, University of Melbourne Authentication via photo Ensonido

Copyright Fraunhofer IIS / Schnödt
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telecommunications services on the users’
privacy and trust, provides in-depth insight
to the issues at stake.

On the technology side, many develop-
ments fuel the worries of citizens about
their privacy, notably more in Europe than
in the US. Biometric technologies are
already commercially used for access con-
trol and also at airports for passenger
identification and immigration control.
More recently, efforts are underway to
include biometric data in national ID cards
and passports, such as in Germany and the
UK. Basic biometric technologies are intro-
duced in the article on page 10.

RFID (Radio Frequency Identification)
and, more recently, NFC (Near Field
Communication) open up more applica-
tion fields that certainly can offer benefits
for the user as well as business opportuni-
ties. Nevertheless, these technologies can
be misused: RFID/NFC, for example, can
be used to develop behavioural profiles of
individuals.

Forced trust
Trust in ICT is an important concept in
the sense that a trusted resource is one that
you are forced by necessity to trust. The
failure of this resource would compromise
the function, integrity or security of a
system. In security, trust relates much to
the degree of confidence one has in the
correctness of a function. For example, a
company policy trusts the access control
at the entrance, so that only eligible per-
sons in possession of a smart card or in
knowledge of a PIN code will
be granted access to a corpo-
rate building.

In telecommunications, the user trusts
the operator that he will be presented with
a correct bill. At the same time the oper-
ator trusts the accounting and billing
system to produce correct billing data. The
user in this case has no other choice but
to trust the operator. Changing the oper-
ator does not solve the trust problem for
the user. On the other hand, the operator
trusts on the ability of technology to func-
tion correctly, i.e. provide the wanted
service to the user, and also to produce
accurate billing data. A wide range of
technologies is in place for protecting the
telephone and information networks, and
also their users, as well as ensuring net-
work availability. 

The advent of Internet telephony (VoIP)
poses new challenges for the service
providers and the users of VoIP. 

The article by Joachim Posegga on page
9 explores the risks involved in moving the
well-established PSTN voice service to a
completely new technology paradigm.

Looking into the future of pervasive
systems, in which a significant amount of
personalised data will flow through the
network, the article on page 8 elaborates
on the work of the European project
Daidalos towards developing the concepts
for building trust and confidence is per-
vasive systems.

The articles in this cover theme raise a
number of controversial issues that are
worth to be discussed further. Your feed-
back on any of these articles would be
welcome.

Privacy and trust in
pervasive communications

Introduction to current issues of
privacy and trust in ICT

Anastasius Gavras
Eurescom
gavras@eurescom.de

Recent advances in information and com-
munication technologies (ICT) have
raised issues of privacy and trust in vir-
tually all areas that are affected by ICT.
And you do not have to be an ICT expert
to recognise that almost all areas of our
lives have, in one way or another, become
dependent on ICT. 

Due to this importance and the growing
pervasiveness of ICT, privacy and trust
have become a crucial issue in this domain,
being subject to public concerns and con-
troversial discussions. 

Informational self-determinism
Generally speaking, privacy is the ability
of individuals or groups to self-determine
the disclosure and use of information about
themselves. The right against unsanctioned
intrusion of privacy by the government,
corporations or individuals is part of many
countries’ laws, and in some cases, consti-
tutions. In many cases, individuals volun-
tarily give up privacy for perceived bene-
fits. An example is the collection of bonus
miles for airline passengers. Another exam-
ple is when an individual is entering an
online competition by giving away per-
sonal details that are often used for adver-
tising purposes, in order to get a chance
to win a prize. 

In the telecommunications context the
call data records (call destination, call dura-
tion) that are used for detailed billing as
well as information about connecting to
the Internet (online time, IP address) have
become subject to public discussion. For
several years, law enforcement agencies in
various countries have pushed the adop-
tion of data-retention requirements, which
would compel communications service
providers routinely to capture and archive
information detailing the telephone calls,
e-mail messages and other communica-
tions of their users. In July 2002, the Euro-
pean Union enacted the Directive on
Privacy and Electronic Communications
(Directive 2002/58/EC) that leaves it to
each EU member state to adopt laws
authorizing data retention.

The interview on page 11 with Andreas
Krisch, board member of European Digi-
tal Rights, about the effects of advanced
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move, there will be new services appear-
ing in the vicinity of the user. Moreover,
the actual network a user is associated with
changes quite often. In addition, it is a
widely acknowledged fact that future
telecommunication systems will be open
to many providers – network, service and
content providers. Thus, a user will fre-
quently be confronted with new providers
and will have to be authenticated to each
of them. Today, trust relationships are static
and security settings require significant
effort to configure. In a dynamic pervasive
system with mobile users – acting also as
providers – this is no longer appropriate.
As one goal of pervasiveness is to minimise
the user’s interaction necessary to control
the system, Daidalos strives for automation
of these processes as far as practicable.

Virtual Identity
For this, a consistent security and privacy
framework based on multilateral security
is being developed. For achieving privacy
protection, the link between a user’s iden-
tity and his/her personal information must
be concealed. However, users must be
accountable for their actions. This neces-
sitates the use of pseudonyms rather than
anonymity. In Daidalos, we refer to this
pseudonym together with the information
disclosed in the context of it as a Virtual
Identity (VID). A user can have multiple
VIDs. These VIDs are controlled by a soft-
ware component named Privacy Agent,
which acts on behalf of and is controlled
by the user, implementing the right of
informational self-determination. 

When a service is first encountered, a
privacy policy must be negotiated bilater-
ally with the service prior to the use. This
privacy policy is the basis for a VID of the
user’s choice, which the service can then
use to interact with him/her and access
his/her data. Based on the negotiated pri-
vacy policy and the chosen VID, the access
rights to personal context information are
automatically configured. These three
building blocks – privacy policy negotia-
tion, identity management and access
control to context information – take the
burden of understanding the most critical
privacy impacts induced by pervasiveness.
Moreover, they are taking the necessary
configurations away from the user and thus
support pervasiveness.

Challenges of the VID approach
There are a number of complex issues that
Daidalos is tackling with the VID approach
including the protection of the user’s VIDs
between services, or at least the notification
of the user of any VID linking leading to
privacy risks. The VID approach has to be
supported from the very first stage in design
and onwards. Beneath the communication

system – including the authentication and
authorisation – the VIDs of a user must not
be linked whilst being capable of guaran-
teeing legal enforcement and charging of
pseudonymous users.

Another challenge is the effect of the
VID approach on the personalisation and
user preferences of the pervasive system,
which need a substantial effort to build up
knowledge about the user’s wishes. Com-
partmentalising the profile into separate
VIDs makes it more difficult to identify
preferences. Furthermore, if a preference
is identified for one VID, it cannot auto-
matically be transferred to any other VID
for the same user. This scenario could be
confusing to a user who, in general, will
not keep track of which preferences have
been identified for which VIDs. 

Conclusions
Overall, Daidalos presents a sophisticated
system approach that will tie different tech-
nologies and innovations together in a
seamless way with security, privacy, cost,
quality of service and efficiency factored
into the process. Concerning privacy
protection in pervasive environments, it is
very important to consider holistic solu-
tions taking into account the application
as well as the network, which can be done
in Daidalos due to the shared competence
of the partners in all those areas. Note that
this article can only address one part of the
complete Daidalos security and privacy
architecture. More details about this part
can be found in our paper presented at the
Eurescom Summit 2005 [1].

Daidalos is also participating within the
Security and Dependability Task Force
(www.securitytaskforce.org) set up within
the SecurIST project (www.ist-securist.org)
in helping to frame the strategic roadmap
for security and dependability in Frame-
work Programme 7. The Security Task-
force’s goal is to provide Europe with a
clear European level view of the strategic
opportunities, strengths, weakness, and
threats in the area of security and depend-
ability. It will identify priorities for Europe
and mechanisms to effectively focus efforts
on those priorities, identifying instruments
for delivering on those priorities and a
coherent time frame for delivery.

Further information about EU project
Daidalos is available at
www.ist-daidalos.org

Reference
[1] J. Clarke, S. Butler, C. Hauser, M. Neubauer,
P. Robertson, I. Orazem, A. Jerman Blazic, H. Williams,
Y. Yang: “Security and Privacy in a Pervasive World”,
EURESCOM Summit 2005, Ubiquitous Services and
Applications – Exploiting the Potential, Conference
Proceedings, 27-29 April 2005, Heidelberg, Germany,
VDE Verlag, Berlin, Offenbach (ISBN 3-8007-2891-5),
pp. 315-322.
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Daidalos is a European project funded
under the Sixth Framework Programme,
which aims to integrate a range of hetero-
geneous networks and to develop perva-
sive systems on top of them to provide the
user with transparent access to personalised
communication and information services.
Security and privacy are key to the devel-
opment of such a system. This article
addresses some major questions on how to
build trust and confidence in pervasive sys-
tems where many entities play different
roles, mostly for some limited amount of
time, and where a significant amount of
personal data travel through the network.  

Daidalos aims at a platform to allow third
party providers to easily deploy pervasive
services. As an example of a pervasive serv-
ice, imagine that you are walking along,
watching a video on a handheld device. You
enter a room with a large public display,
and the video is automatically switched to
it, which transparently charges you a cou-
ple of cyber-cents. However, this simple
example raises a number of important ques-
tions. How does the system know that you
are entering the room and that you want
to use a large display whenever available?
How does it know your charging account?
How does it know whether you are autho-
rised to use the large display and that the
use does not reveal any sensitive data?

The dynamic nature of 
pervasive systems
Questions like this raise a crucial issue of
pervasive systems – privacy and security. It
is obvious that such systems will have access
to confidential personal information in
order to adapt according to the user’s per-
sonal situation. For achieving privacy, users
must be aware of how and where personal
data are processed and used. Furthermore,
users must be confident that they are inter-
acting with genuine providers. 

The dynamic nature of pervasive sys-
tems makes these processes even more
complicated. While the user is on the
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The three security-related issues above just
sketch the problem. These issues are elab-
orated in detail in our paper on VoIP secu-
rity, presented at the recent Eurescom Sum-
mit.

There are, of course, also other techni-
calities of VoIP that would be worth being
considered, for example the problem of
localization for emergency calls, or the
provision of lawful interception interfaces.
All this is beyond the scope of this short
article. We chose to focus on security, since
this has an obvious relation to billing, and
therefore to revenue. Maybe this motivates
the captain to consult his chief engineer.

Voice over IP
The end of the world as we knew it

From a technology point of view, this
future scenario is reality. It is left to the
imagination of the reader at which point
in time it also describes the typical mar-
ket situation, and what this would meant,
e.g. for customer relationship. 

Some technical implications of 
Voice over IP 
The standardised way to carry voice over
IP consists of the Session Initiation Pro-
tocol (SIP) for signalling and RTP for the
actual media transfer. Technically, both are
certainly not an efficient way for trans-
mitting voice, but this does not matter
here. More important are, for instance, the
implications to security of VoIP technol-
ogy, which we will briefly discuss below.
At the end of the day, a network operator
needs a certain degree of security to justify
billing and to prevent fraud. Furthermore,
security is a quality of the service offered
which protects customers.

The risk involved with VoIP technology
is significantly higher than with “tradi-
tional” voice networks for the following
reasons: 
1. VoIP offers network and device mobil-

ity: Costumers can use VoIP services
independently of their access network
and the device (client). Mobility, how-
ever, makes securing a system much
harder: the experience of mobile phones
suggests that the only suitable solution
is a smart card (SIM), thus a security
“footprint” of the service provider in the
user’s terminal. As of today, VoIP sys-
tems do not offer anything like this.

2. VoIP moves the intelligence from the
network into the end points (termi-
nals). This complicates securing such a
system a lot, because a distributed sys-
tem is much harder to secure than a cen-
tralised one. Furthermore, complex, IP-
based terminals, as they are needed for
VoIP, are an easy target for attacks. Cer-
tainly some sort of credentials must be
stored in these devices, and experience
with viruses and worms in the Internet
shows that securing such devices is an
uphill battle. 

3. Lastly, the Internet is a “shared medi-
um”, this means, signalling and payload
are accessible to all parties that can access
the network. Telco veterans might still
remember the reasons for protecting
signalling information against end users
and third parties. VoIP goes “back to
the roots”, anyone can send signalling
messages unless some sort of protection
against it is deployed.

Should the captain of a cruise ship care
about the engine’s technology? Certain-
ly, if it matters. VoIP puts the one and
only killer application of telcos, voice, on
a completely different technology basis.
Here is why this matters.

Voice has always been the core service and
the cash cow of operators. Technically,
voice over ISDN or GSM is tightly cou-
pled to the underlying transport network.
Delivering Voice over IP (VoIP) changes
this, because the principle underlying the
Internet Protocols is the decoupling of
network layers.

This principle is an important reason for
the tremendous success of the Internet: it
replaces monolithic network stacks by
loosely coupled layers, and the services are
sitting on top. The actual implementation
of the individual layers is not even visible,
so a service can use any network that pro-
vides a compliant interface to services. This
results in a dramatic increase of flexibility,
in particular since it also decouples serv-
ices from the innovation cycles of the
underlying transport networks. 

VoIP implements voice as “just another
service” running on TCP/IP. This is prob-
ably the biggest challenge “traditional” tele-
com operators are being confronted with.
It seems the Internet revolution in telecom-
munications is just about to start.

March 2007. You are about to move
into a new apartment; do you have to
tell your VoIP provider? No, VoIP pro-
vides network mobility, so he won’t
even realize. The DSL connection at
the new place is not working? Weird
… but the place is cheap, so maybe
you should be happy that electricity
and water is not cut off. Your new
neighbour won’t let you use his
WLAN until you sorted out the best
connectivity option? Strange people
here…OK, UMTS is a fall-back, and
if you use it sparsely, it will be afford-
able for a few days. Too bad you can-
not use your usual VoIP provider with
UMTS, because voice quality is too
poor and you are being charged a for-
tune even for incoming calls.

Joachim Posegga 
Professor of Security in
Distributed Systems,
University of Hamburg,
Germany
svs-office@informatik.
uni-hamburg.de
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COVER THEME

Biometrics is the science and technology
for determining the identity of an indi-
vidual by measuring the personÕs physio-
logical or behavioural characteristics. Bio-
metric technology can be used to verify
that someone is indeed the one who he
claims to be. Authentication, i.e. match-
ing a claimed identity with a real identity,
together with confidentiality, integrity
and availability are the main security
related objectives in the information tech-
nology context.

There exist three ways to authenticate a
personÕs identity. The first is based on
knowledge, i.e. knowing something that
no one else knows, such as a pass-phrase,
or a PIN (personal identification number).
The second is based on possession, i.e. hav-
ing something that no one else has, such
as a key, or a smart card. In both cases an
artificial mapping of an identity to a gen-
erated code or an issued card is temporar-
ily achieved. The third way to authenti-
cate a personÕs identity is to evaluate a per-
sonÕs characteristics, such as body attrib-
utes or behaviour, i.e. being someone. In
the first two cases the risk exists that a per-
son may disclose (code) or loose (card) the
security token, while in the third case the
security credentials are permanently
ÒattachedÓ to the person. In many cases a
combination of the different ways of
authentication is used. For example using
a smart card usually also requires a PIN
code to be entered somewhere.

History of biometr ics
The first evidence of the use of fingerprints
for authentication can be dated back to
the time of the early ancient Assyria (about
1900 BC Ð 1600 BC). Pottery was marked
with the potterÕs fingerprint. In China dur-
ing the Tang dynasty (618-906) finger-
prints were used to sign contracts. Bio-
metrics did not emerge in western cultures
until late in the 19th century. The first
proposals to use the fingerprint in crimi-
nal investigation are dated from 1858.
Alphonse Bertillon, a French law enforce-
ment officer and anthropologist, devel-
oped an anthropometric system in 1883,
which laid the basis for the mass intro-
duction of biometrics use in law enforce-
ment around the world in the beginning
of the 20th century.

The technology of biometr ic systems
In information technology, biometrics
refer to technologies for measuring and
analyzing human physiological character-
istics such as fingerprints, eye retinas and
irises, voice patterns, facial patterns, and
hand measurements for authentication
purposes. Behavioural characteristics that
can be measured include signature recog-
nition, gait recognition, speaker recogni-
tion, as well as typing (rhythm) pattern
recognition.

A biometric system measures a personÕs
biometric data and compares them with
pre-registered reference data in order to
first identify a person and finally to verify
his identity. In a typical system a person
registers with the system when one or
more of his characteristics are obtained by
means of a suitable sensor, processed by an
algorithm, and stored in a database. This
registration process is called enrolment. 

Biometric technologies for  
secure access
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Nobody is perfect
The main technological challenge in bio-
metrics today is the accuracy performance
of the biometric system. All human char-
acteristics are subject to change over time
and due to temporal conditions. For exam-
ple, the image of a face may change because
of aging; the voice may change during a
cold. Also a hand signature never looks
the same. The measured biometric data
never match 100 percent the reference data.
The decision for a ÒmatchÓ or Ònon matchÓ
is thus never concluded on a perfect ÒequalÓ,
but rather depends on the performance
parameters of the biometric system. The
biometric characteristics are never tested
on equality, but only on sufficient resem-
blance. This means that biometric systems
can only identify and verify someoneÕs
identity with a certain probability.

The performance of biometric systems
is typically measured in terms of the false
accept rate (FAR), the false non-match or
reject rate (FRR) and the failure to enrol
rate (FER). In real-world biometric sys-
tems the FAR and FRR can be traded off
against each other by changing some
parameters. One of the most common
measures of biometric systems is the rate
at the setting at which both accept and
reject errors are equal, known as the
equal error rate (EER). The lower the EER,
the more accurate the system is considered
to be.

Future in biometr ics
Despite these deficiencies, biometric
systems have the potential to identify
individuals with a very high degree of cer-
tainty. Currently, the state of the art in
forensic DNA evidence enjoys a particu-
larly high degree of trust. The current
assumption is that only identical twins
have identical DNA. It remains to be seen
how practical it could be to use DNA for
authentication purposes in information
technology. However, substantial claims
are being made that iris recognition tech-
nology has the capacity to discriminate
even between individuals with identical
DNA.


